COJEPXAHUE

BBEIEHMEC ......c.oieeeeeeiee e een
BIATOMAPHOCTI .........ovvviiiiiiiiiiiiiieeee e e e e e e e e e

Inasa 1. MexnyHapoanbie KOHGIMKTBI M THOPHIN3ALISA MAPOBOA
TIOJTHTHKH. ........vvieeeeiiesieeeeeeeeiiteeeeeeeaetsseeeeeesestsaeeeseaaessssseeseaanerssseseeaanenes
1.1. [MOpUaAN3aIIAST MUPOBOM MOMUTUK .. euuunnneeeeeeeeeeiriiiiieeeeeaaaaans
1.2. Buewmnss nonmutuka Poccniickoit @enepaunmn
B MEHSIOLLIEMOCST MEPE «.vvvvveeeeenerrreeeeeeeeensseeeeeeeisneeseeeaessssseeeesennsseeess
1.3. Poib ¥ GyHKIUY TOJIUTUIECKUX KOH(DIMKTOB
B MEXXAYHapPOTHBIX OTHOIICHUSIX U MUPOBOM IMOJUTUKE ..................
1.4. MexnyHapoaHbie M HEMEXIyHapOaAHble KOH(PIUKTHI
B MUPOBOM IOJIUTHKE .....evvvneriieriineertneertnessnneessnessnneessneessnneessneesens
1.5. MeTonbl yperyaupoBaHUs U pa3pellieHUsT MeXIyHapOIHbIX
KOHMITMKTOB ....eeeieeiieiieeiieeeeeeeeeeeeeeeeeeatteeeeeeeeeeeeeeeeeeaaateeaeeeeeaaaes
1.6. MexaHu3MBbI BJIACTH: BbIpaOOTKA U MPUHSATUE MOJIUTUIECKUX
peteHuit B PoOcCUTCKON DEMEPALIMM ....vvvvvveeeeeeeeeiieeeeeeeeeeeeeeeeeeee,

Inasa 2. U opMamoHHble BOMHBI M ICHX0JIOTHIECKHE ONEPAIHH . .........
2.1. DBoJouusI MOHITHI U TIpeACcTaBIeHUI
00 UHOOPMALIMOHHOMN BOMHE ........ceevvveviiiiiieeeeeeeeeeeeeeeeiiiiieeeeeeeaaaans
2.2. OnpeneneHre MHOOPMAITMOHHOM BOMHBI .......ccceeeeeeeeeeeeeinnennns
2.3. Leab MHPOPMAITMOHHON BOMHDBI ......vvuuneeeeeeeeeeeeeeiiiiiiiiieeeeeeaeaas
2.4. UndopMaliluoHHOE OpyXKue
2.5. Pons CMU B nH(pOpMaLIMOHHBIX BOITHAX
U TICUXOJIOTUYECKUX OTICPALIMSIX ..vvvvvvvvvvvrrreererereesaaaaaaeeeeeeesasassennnnns
2.6. OpraHu3allMOHHO-TEXHOJIOTMYeCKasl CXxeMa orepaLun
MHQGOPMALMOHHOM BOMHDBI ....vveeeeeeeeiiiiiiiiiieeeeeeeeeeeeeeeevviiieeeeeeeeeaas
2.7. Ponb neproaoB 3KCIo3uium («uH(GpOpMaloOHHOM
TUILIITHBID ) e oottt e e e e e e e e e e e et atteeeeeeeeeeeeeeeaesaatneeeeeeeaeseresanes
2.8. OcHOBHas UTepallMOHHAs CXeMa ...
2.9. MexaHu3M KOppeKILIUU
2.10. MexaHu3M TTOJIOKUTEJIbHOM OOPATHOM CBSI3U ......cvvvveennnnnnnnn.n.
2.11. IIpuHUMI KefACTBHUSI MHOTOKACKAIHOM UTEPALIMOHHOMI
CXEMBI C TTOJIOXKUTEIbHON OOPATHOM CBSIBBIO .....ccvvvneeeeiiiineeeiiinnnnnnns
2.12. «[TorpaHUYHOE» TICUXOOMOLIMOHAILHOE COCTOSIHUE................
2.13. CtpyKkTypa 1 OCHOBHbIE 3TAllbl OIlepallii
MHQGOPMALMOHHOM BOTHDBI ...vvveeeeeeiieiiiiiiiiieeeeeeeeeeeeeeevaviiieeeeeeeeaas




460 Copepxanne

2.14. KACKAIIBI......cceieeiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeesesessenneesaesnssnnnnns 99
2.15. TloaroToBUTENbHBIN 3Tall UH(GOPMAILIMOHHOM OIepallti ...... 100
2.16. Bbibop o0bekTa (MUIIEHN) MH(POPMALIMOHHOM aTaKU........... 101
2.17. Be16op pedepeHTHBIX KaHAJIOB JOBEICHUS

MHQMOPMALIMOHHOTO BO3IEICTBHSI ....vvvvvvvverrreeeeeeeeeeeeeaeeeeaaeeeeeeaennnns 102
2.18. Kakoii nomkHa 6bITh MH(pOpMAaIMs Bo BOpoce, YTOOKI eit
1100):1530) 7 1) 0 TR 106

2.19. Onepaiuu 1o Jeraau3aluu BoOpacsiBaeMoii nHGopMamuu ... 111

2.20. Bunpl onepaiiiii «<KOHTPOJIUPYEMOM YTEUKUN .....vvvvvnnnnnnnnnnnnn.
2.20.1. ITpoBokauust Kpaxky CEKPETHBIX CBEICHMIA
2.20.2. Texnonoruu knacca WikiLeaks ..............cccoueeeeeeeennnan...
2.20.3. Onepaiiy KJ1acca «ImePeOCKUMKN ........uuueeeeeeeeerereerernnns
2.20.4. TexHonoruu BOpoca yrpasisiiolieii nHpopMalun
yepe3 MeXaHU3M MyOJIMUHbBIX 1e0aToB (TEXHOJOTHHU KJlacca

«JITcakmm — MOTBIO JIM» ) e 125
2.21. I1pu3Haku orepaluii eraJau3aiuu BopacbiBaeMoit
THMOPMALIMI ......cooeeieiiiiiiiiieeeeeeeeeeeeeeeaasiieeeeeeeeeeeeeesestantaeaeeeaaaaaees 128

Inasa 3. IIpakTHKa opraHu3amuy U NpoBeaeHNsT MH(OPMAIMOHHBIX

(1) 1 (51721171 OO PPPPPPPT 140
3.1. Teopus u nmpakTUKa UH(GOPMAIIMOHHBIX BOMH IPOTUB
TIEPBBIX JTUALL TOCYIAPCTBA .vvvuneneeeeeeerreririiieeeeeeeeeeserersssssieaaaeeaaaaaees 140

3.2. «Jleno 06 otpaBneHun CKpumaaeii» Kak IpuMep onepaumnu
MH(OPMALIMOHHOM BOMHBI C MOIIATOBBIM ITOBBILIEHNEM CTABOK ... 146
3.3. «CKpunajbCcKue YTEHUST» KaK IpUMep CIIeLIMaTbHON

oIrepaluy 1o epexBaTy MHOOPMAIIMOHHON IMTOBECTKH ................. 186
3.4. Panama Papiers («ITaHaMcKO€ TOChe»): KJIACCUIECKUIA

npuMep MHGOPMALIMOHHOM aTaky Ha MEPBBIX JIUI] TOCyJapcTha.... 189

3.5. lannac: ¥ CHOBa «HEU3BECTHBIC CHAMTICPDBI» ......uvvvvvvrvvvnrnvennnns 196
3.6. Ixeitmc Komu n Xumnapu KIIMHTOH: HIIMTMOHAXK B MOJIB3Y

PITHIL oo e 200
3.7. Ileperosopsl JlaBpoBa — Keppu 1 BOEHHBII MSATEX

B TypLIMU: UCTOPUST OTHOTO COBIAMCHMST «..eeeeenniiiireaeeaaiiieeeaenannnee 203
3.8. «KpemieBckmii JOKJIaI»: KAK COBMECTUTD TOCYIapCTBEHHBIM
TePPOPU3M U (PAKTOP FEHAECPHOTO OANAHCA. ........evvvrreneeeeeeeaeeeeennnns 207
3.9. ITon xonmakoMm y Miosutepa, wiu JIerko v ObITh

PYCCKUM aT€HTOM B TBILY BPATA ....vvvvvvueneeeeeeeeeeereriiiiieeeeeeeeeeeeeennnns 212

3.10. «YHUBepCaIbHBIi LIEHTP TIPOTUBOACHCTBUS HOBBIM
BbI3oBaM U yrpo3am»: LIIOC co3naeT HagHAIIMOHAJIbHBIE
opraHbl odecrieueHus1 6€30MacHOCTH
3.11. JIVBUSI: YITPBI PABYMA.....euvvuunneeeeeeeeeeeeeeiriiiieeeeeeeeeeeeeeessssnnnnnnns




Copeprkanue 461

3.12. TIpoBokalus KaKk UHCTPYMEHT COBPEMEHHBIX

MHQMOPMALIMOHHBIX BOMH .....uueeenerinivririirieereerereeeesaeaeeeeeeaeessassnsnnns 229
3.13. ACCaAHX: TIOPBMA MITH KA3Hb.........ccevvvririnnneeeeeeeeeeereeenrannnnnnnnss 243
3.14. Personal Spy Story Mapun ByTMHOM ............ccooeeennnnnininninnnns 245
3.15. Kak «CHECTI» DPAHIINIO ....evvveeeeeieieeeeeeeeeeeeeeeeeeeeeeeesaveeenes 251
3.16. LlInmvoHcKMe CKaHIaIbl ¥ MPOCIYIINBAaHUE JTUICPOB
WHOCTPAHHBIX TOCYIIAPCTB ..uueeeeeeeeeeeitiiieeeeeeeeeeeeeesessssiaaaeeeeaaaanes 256
3.17. Hukaparya: BETHbIE PEBOJIIOLIMY BO3BPAIIAIOTCA? ................ 260
3.18. Uro cTout 3a HoBoI CTparerueit HAMOHAJIbLHOMU

6e30maCHOCTU CIIIA .........oooiiiiiiiiiiee e 267
3.19. CIIIA u Kuraii B 00BSITHSIX TOPTOBOI BOMHBI: KTO KOTO......... 272
3.20. CtaBKuU B UTpe pacTyT: B BeHecyajie MOXeT rOTOBUTHCS
BEPXYLLIEUHBIM TIEPEBOPOT .evveeeeeeeeeeeeeririiiieeeeeeeeeeereresrsiiiaaaeeaaaaanes 280

I'aBa 4. Onepauus «Bropxkenune»: BMemarenabcTso CIITA
B BbI0OPBI B Poccuiickoii @enepanuu B Xoj1e Npe3uaeHTCKUX

KaMOAHUA 1996—2018 IT. .........cooiieiiiiiiiiiiceeeee e 287
4.1. BHellIHee BMEIIATeJILCTBO B BHIOOPHI KaK yrpo3a
6e3omacHOCTA PocCHICKON DEAEPALINMN .....oeevveeeeeeeeeeeeeeeeeeeeeeeennn, 287
4.2. Buabl BHEIITHETO BMeIIATeIbCTBA B IIPOLieCC N30MpaTesIbHOM
KAMITAHMI «....evvieeeeeeiieeeeetieeeeeetteeeeeeaeeeesaaeeessasaeeeseataaaessaaanns 290

4.3. KoHlenTyajlbHble U CTpaTeTnuecKrue OCHOBAHUS
BMmemaTenbcTBa CIIIA Bo BHYTPpUITOJUTUYECKOE TIPOCTPAHCTBO

POCCHU ..o 292
4.3.1. Crparernu HamonansHo# 6e3onacHoctu CIIA
1995—1996 ronoB: BOBJIEYEHHOCTb U PACILUPEHHUE .................. 292
4.3.2. CtpaTteruu HauMoHanbHO 6e3omacHocT CIIIA
1997—2000 TOIOB TSI HOBOTO BEKA......uuuueneererrrvvrirrrrereeeeaaaaanss 293
4.3.3. CtpaTerust HaumoHanbHOI 6e3onacHocT CIITA
2001 roma st TTOOATBHOM BITOXM ......eeeenenenvvrvrrereereeeeeeeaaaaenss 295
4.3.4. Ctpaternu HaumoHanbHOM 6e3omacHocTy CIIIA 2002
u 2006 ronoB B nepuo npe3uaeHTcTBa JIx. Byma-Mi.............. 295
4.3.5. CtpaTternu HaumoHanbHOM 6e3omacHocTy CIIIA 2010
u 2015 romoB B niepuos npe3uaeHTcTBa b. O6aMbr.................... 296
4.3.6. Crparerus HauroHaabHOM 6e3omacHoct CIIIA
2017 TOMA .ttt e e e e e e e e e e e e e e e e e e e rar e e e eeeeeaaaaeens 297

4.4. Arentsl BHemHero BMemnarenbcTBa CIIIA B BHIOOPEI

B Poccuiickoii @eaepaliviv, MX LEIA U METOMBL .......ccvvveeeeeeennnnnnn.. 298
4.4.1. TocynapcTBeHHBIC OPTAHBI M CTPYKTYPHI ...vvvvvevereeeeennnnn.. 298

4.4.2. [Tonmutnueckue maptuu CIIIA, ¢puHaHcoBO-
MPOMBIIIJICHHbIE TPYIIIbI U abUIMpOBaHHbIE C HUMU
HKO M CMU .....ooiiiiiiieeeeeeee e 304



462 Copeprkanue

4.5. Metonpl u TexHosioruu BMenaTenbcTBa CIITA

B MH(pOpPMaAIIMOHHOE TIPOCTpaHCTBO PD B X011 Mpe3nmeHTCKIX

Kamrianuii 1996—2018 rogos Ha mpuMepe KOHKPETHBIX KEICOB....
4.5.1. Boioopsl [Tpesunerta P® 1996 rofa..........cccvveeeeeennnnee.
4.5.2. Beioops I1pesunenta Poccuu 2000 roga ........................
4.5.3. Beioopsl I1pesnnenta Poccnut 2004 roga ...
4.5.4. Boioopsl I1pesunenta Poccuu 2008 roaa ........................
4.5.5. Boioopsl I1pesunenta Poccuu 2012 roga ...
4.5.6. Beioopsl Ipesugenra Poccun 2018 rofa ......eveeeeeeeee......

4.6. IIpakTyeckure peKOMEHIALUY 10 IIPOTUBOCTOSIHUIO

MeToaaM U TexHosiorusMm BMmelnaTenabectBa CIIIA B BEIOOpHI

ITpe3nmeHTa PD B 2024 TOMY ..vvvvvvevieiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeccaaaes

I'naBa 5. OcHoBHbIe HanpaBieHns GOPMHUPOBAHKS MMPOCTPAHCTBA
KoJUIeKTHBHOIT Kubepoe3onacaoctu ctpan BPUKC: poccuiickuii

5.1. AKTyanbHbIe MPoOJeMbl 00ecredeHrsI MHOOPMALIMOHHOMI
0E30MACHOCTU B MEHSTFOIIIEMCS MUDPE......vvvvverererereereeeaaeaeeaeaaeaaaeanns
5.2. AKTyaJibHbIE€ BBI3OBBI M YTPO3bl TH(OPMALIMOHHOMI
0e30MaCHOCTH PD........ooiiiiiiiiiiiiecceeeeeeee e
5.3. AKTyaJIbHOE COCTOSIHUE CUCTEMbI 00eCIIeUEHM ST
MHGOPMALIMOHHOM 0€30IMacHOCTU bpasuiinu.............ccceeeeeeeeeeeenn,
5.4. AKTyaibHOE COCTOSTHIE CUCTEMBI 00ECIIEYeHUS
MH(GOPMALIMOHHOM 0€30MacHOCTU MHIMU .........cocovvviiiiiieeeeeeee,
5.5. AKTyaJIbHOE COCTOSTHUE CUCTEMbI 00eCIIeYeHMSI
MHGOPMALIMOHHOM 0€30IMacHOCTU KHUTas ...........oooovvviviiieeeeeee,
5.6. AKTyaJIbHOE COCTOSTHUE CUCTEMBI 00ECITEYEHMST
nHpopMalMoHHOM 6e301macHOCTU FOAP...........ccoovviiiiieeeel
5.7. TlepcrieKTUBHbBIC HAaIIPaBICHUS IEITeIbHOCTH 11T PD

B paMKax CO3JaHus IMPOCTPaHCTBA KOJUIEKTUBHOM

6e30mmacHOCT BPUKC ...
5.8. 3agauu (popMUpoOBaHUS MTPOCTPAHCTBA MH(MOPMALIMOHHOMI
6e3omacHOCTU BPUKC ...
5.9. OpraHu3aioHHas CTPYKTypa IIPOCTPaHCTBA KOJJICKTUBHOMN
nHbopMmalmoHHoi 6e3omacHocT BPUKC ...l
5.10. OpranuszanuoHHas ctpykrypa LleHTpa obecrnieueHust
knoepoezonacHOCT BPUKC ...........ccoooiiiiiiiiiieeeee e
5.11. OpranusamnuonHas cTpykrypa LlenTpa nngopmamoHHoi
noyMTUKY 1 KomMmyHUKamit BPUKC .................ccooooviiieeel
5.12. Poccuiickuii ieHTp HGOOPMAILIMOHHBIX OMEPALUA ...............



Copep>xaHue

463

5.13. O6nactu corpynauuectBa ctpaH BPUKC B pamkax
(GopMUPOBaHUS EAUHOTO MPOCTPaHCTBA MH(POPMAIITMOHHOM
OEBOTTACHOCTMH «..eeeeeeeeeriiiiniiaeeeeeeaeeeeeesasennanaaeeeeaeseeessssssnnnaaeeeasaaees
5.14. TIpobGaeMHBIe 30HBI (POPMUPOBAHUS TTPOCTPAHCTBA
nHpopMmauroHHoi 6e3omacHoctT BPUKC ...l
5.15. «J[lopoxkHast KapTa» CO3IaHMsI MPOCTPAHCTBA
nHpopMmauoHHo 6e3omacHocT BPUKC ...l

InaBa 6. LIBeTHBIE PEBOMIOIMH M THOPHIHDBIE BOMHBI..............................
6.1. [nOpuaHas BoifHa M LIBETHAsI PEBOJIIOLMS: K BOIIPOCY
O COOTHOILLEHUM TTOHATHI ... eeeiiiieeeeiiiieeeriiineeeeiiieeeeeaiineeeeennnnas
6.2. Touku conpspKeHUsI TMOPUAHBIX BOMH U 1IBETHBIX
PEBOJIIIOLIMI . et eeevieeeiieeeeie e et eeat e e eae e et eeatneesanesatneeesaeessnneasenaneas
6.3. LIBeTHBIE PEBOJIIOLIMN KaK «OTMBIYKa» ISl TEMOKPATUH
Y UHCTPYMEHT AEMOHTAXa IMOJIUTUYECKUX PEXKUMOB ............o.......
6.4. LIBeTHBIE PEBOJIIOLINN U «MATKAS CHIIA» voevvvvereeeeeeeeeeeeeeeeeeeennns
6.5. LIBeTHBIE pEBOJIIOLIMH CKBO3b ITPMU3MY TMOPHUIHBIX BOWH.........
6.6. «Youtb KoTeHKa», Wiin TexHoornn KOHGIMKTHO!
MOOWIM3ALMU B COLMATIBHBIX CETSIX ..vvvvreeeeeeeerrrrreeeeeinrreeeeeeeiessnnss
6.7. «I1peueneHt Benecyanbl». HoBble TeXHOOTMI
OpTraHU3aLUU TOCYIAPCTBEHHBIX TIEPEBOPOTOB .....ccevvvenennen.
6.8. DDoS-peBOIIOLIMI: HOBBIE TEXHOJIOIMY OpraHU3aLiu
LBETHBIX TOCYAAPCTBEHHBIX MEPEBOPOTOB ...cvveevvnerrrnnrrnnnnnnn.
6.9. OCHOBHbIE IIPUHLIUIIBI IPOTUBOAEUCTBUS KJIACCUYECKUM
LIBETHBIM PEBOJTIOLIMISIM ...eeeeeueeirreeeeesnnnrreessesnnssreessssnsseeeesesnsssees

I[naBa 7. O Bpee MEKIYHAPOAHOTO TEPPOPH3MA ........coeeerneerrreeaeannnnnenns
7.1. DBoOMS MEXTYHAPOIHOTO TEPPOPU3Ma: KaK MEHSIETCS
BHYTPEHHSISI CTPYKTYPa MEXITYHAPOIHBIX TEPPOPUCTUYECKUX
OPTAHMBALIMI «.eeeeeeeeiiiiiiiiiiee s e e e eeeeeettaetiiee e e e e e e e eeeeteebbaieaeeeeeeeeees
7.2. Mopenu «MsSITKOW CUJTbI» CETEBBIX TEPPOPUCTUIECKUX
opraHu3auuii (Ha npumepe «MciaMcKoro rocyaapcrsay,
«Anb-Kanger», «Tanmnbana» u «bpaTbeB-MyCyTbMaH») ..................
7.3. TeppopuCTUUECKUI PEKPYTUHT: UHIEKCHI, (POPMBI,

METOABL, TEXHOIIOTHH ...eeeiiiniieeiiaeseeeeeeeeeeeeesaeaaaaasesesasssannnannns
7.4. KpuMmunHanuzauust ”HGOPMAITMOHHOTO TTPOCTPAHCTBRA!
KaK TepPOPUCTBI BEPOYIOT B COUMATBHBIX CETHX.veveeeeeeeeeeeeeeraaannnns

SAKTIOUEHHE ........ovnneeieeineeeeeeee e e e e e e e et e e e e e e eeaaeeeeseateeeseaaanees

BHOIHOTPAMHS .........oovvvviiiiiiiiiiiiiiceeeeeeeeeeeeeeee e



